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e TRN|A 2E REFHA|A EEX)

Incident INC-26D17131  Severity: Medium

Affected Assets b O

Accounting-Ib-1 2 Accounting-web-2

-
Started Ended Ansible
2020-01-03 09:16:02 2020-01-03 09:28:02
Associated Incident Groups o -
GRP-cb67¢20c umpbox-linux-1
Accounting-web-2

Tags / Accounting-ib-1

S [interal /

80

+ Add custom tag 9
Result IP A/ ET SHIEX|PE H&0]| HRT T2MATLSIZE[X] EUCHH, SLIS KL IncidentS & iL|Ct
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Incident INC-CA045D4B

Affected Assets

L jumpbox-01
172.16.10.111
port 2168

Started
2018-01-21
12:16:53

Deception _'I 7:'
(@ B |

LJ 172.18.10.88
port3389 )

Ended
2018-01-21
12:24:16

Associated Incident Groups

GRP-14915c62

Tags

(ROP]

| Internal J Listening |

+ Add custom tag

ful ROP Login |

M2

|
= 1
Dynamic Deception

Acknowledge 9 pdf & printable version [® pcap (801.5 KB)

Severity: High

NSummary O Session Recording G Screenshots (40) [ Files(9) [T Processes(9) = Network (3) Credentials (3)

& Users (2)

| Successful RDP Login

A user logged in using RDP with the following credentials: administrator /
spckporkok @ - Authentication policy: Correct Password

User SUPPORT_435 was created with the password sxsssksrrrrrrik @ and added
to groups: Administrators

\\TSCLIENT\C\bkdwin.exe was identified as malicious by YARA according to rules:
Antidebug Antivm, Packer Compiler Signatures and Toolkit..

\\TSCLIENT\C\sh311l.exe was identified as malicious by YARA according to rules:
Antidebug Antivm, Peid, Packer Compiler Signatures and T..

C:\WINDOWS\bkdwin.exe was identified as malicious by YARA according to rules:
Antidebug Antivm, Packer Compiler Signatures and Toolkit..

C:\Documents and Settings\Administrator\Start Menu\Progr.. was
identified as malicious by YARA according to rules: Suspicious Strings 4 times

The file C:\WINDOWS\bkdwin.exe was downloaded and executed

2et Honeypot

Deception Server

1
=]
______ S - -~
ke
Il m===9 1 1
11 é 1 \4
3 d'ms i = =

e e e e e~

o

Agent

o I
.y
c

0
off ofef| KEHe S22
X

HE Al EH0|S A=E FF (T
HoneypotQE NS

X Ol 2L QSR AX/HA S Tyl

= 1

&

Agent Less

« Collector Deception X[
o At M Deception AHZ 2|CHO[2H1M
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Insight Query X|&

Hot MEIH7F Fudt H&5HA 2ot HofE 24 Bl olsfidt=H| =50| &= et =7

OS Query 80 = -8 0| &4 el At A

Detect
2= Query Github, Windows, Linux A|AE! CHE, Query Oll2f 7|5 XIS
Agent Name hostname
|I']';"ig’ it QU ery nsight 101 guide in our custamers partal (2
1
1 Assess RHit e =7 B3] ESLIX| Q52 22 Tt
Catalog Ready to run, validated queries Expand
fQu?ry e -l Scope
Y SELECT hostname 1 Labels: Al -
FROM system_info 1
W WHERE ©SELECT COUNT(=) I Operating Systems: Windows -
FROM windows _security_products I matches 10 agents
WHERE type="antivirus' and state='on') == 0 o
I Secure N3t MO Z HOt X[k &|H
] I ‘ Run ‘ ‘ Clear All ‘
e e e e e e e e e e e o e —4
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S8 0=2]70]d &

- O
2 HE2AH0|M HEE=
- 32 OfZEIA[0]M XIAMIS| AlZ=t: SRt OIE2[AH|0|M0] 2t5ot S4I5h= FAS O[olotd RutHez Ho
- MiEetE Y A M - 0 S2|AH|0| 0] AE5h= HAlE ASHA| Mo{str ofZ2|A|0| M =[thet A2
- A& 3H EX A HE . S0 X0l tiet S A= BIXISHD 2testr| f{s o2 22t 7|z ArE
™ | DB Servers
V\TCP 80, 443 =
™ || @ | Jumpboxes
L L
AD Servers| f* | ™ ™| || & | Admins
=L = = = LI
| & DMZ
DB Servers| €% | —=
L L
g ¢ ¢ © || © | Third-Party
- - = =
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Third-party 2iA|A H|O]

HZLIA QTARSIO] w2t IT 2|44 dHN|A @17 By

. 7|5 28I Y| AR} AIE JH5 A2 HojlA SRTZ 2

« THIRD-PARTY AI2X} HM|A K| : AF2X}IF ALESHOF SH=
o AEXIAE QL EIX| : S{7HE|X| QE2 AIH AFE ATt A

LS

Billing Application : Staging

/\ ____________
D [y mOBI2 )
Docker #4 K8s API Server ‘% O : —_ ;; ;i; i
ID:5857f838fd9 ID:55140e6€05 O| 1*" ?:IOI- ‘-_____E'_'—__I'_':z
N / 4 I
N ’ 7
\ ’
EEa AN Ciet Qo gt
= A AlSH FH= sto|
PSP AN Al J7Hs APP 2l
7 \ /
/ S\

Y \ 4
LB #3 DB Server #2 ofE/g 2| DB/Source &z2|
Jusr/sbin/nginx Jusr/bin/mongod N

2 AAH
Billing Application : Production

Environment : Production

AF2E|




AGS(Akamai Guardicore Segmentation) 271X

£010|5 22 EHX| Atz

—

« ZERO-DAY 52 E4& &A[ZH A0 100% BX| 2EH =7+
- gzl U 0|SEE AAst2 ol #&2 &| Aot &eto] XM

Tl HeE U

£01 0|53 Ussi
£f%| 3 Xfet :

3. 3077t MAH
A R

Bakcups

Bakcups

@

AlFalg|




@:kamai AGS(Akamai Guardicore Segmentation) 271

Insight Query 0| & F|2H CHE(1

Windows OSO|M HIE®Z A SRE ?I6 AFE0t= Hot F|of Z2EZ SMBv1 ARE Cia 2ol = XiEHEM Md/ME

||]r'-'|'\%;|t QLl {_I |'\-",ll = ;'- 101 ":'I.(.t' M OUr Customers partal B Done 0 Pending 0 In Progress Returned Result 0 Returned Empty 0 Failed

Al it -
Catalog Ready to run, validated queries Expand :L 103 Laptop_w .:
IDL 01 DC-01.gu...re.local I
IL,MJ:;,“»‘ 10_1.guardicore.local Laptop_W...re local I
QUEW & History Scope IL 10_2 guardicorelocal Laptop_W...re.loca I
r ———————————————— -— I I
SELECT hostname I Labels: Al - [ i |
IFROM system_info I TR ——
VWHERE (SELECT COLNT(») | Operating Systems: Windows N Lizpton vinto'a Laptop.W. ol
I FROM windows_secur ity_products | ot matches 10 agents U . :
: WHERE type='antivirus' and state='on') == 0; | | I
I Iu \pbox-win-4 jumpbex-...re local I
| I Run ‘ ‘ Clear All ‘ [ |
e — - N o e e e e e e J

X|O H
Insight Query(OS Query)? |52 &&3H ZE0|El XpLHof| CHSH 21 A /20
Windows XA SMBVIZZEZS AFESHE RpAt Z4AH (ex. F2H : SMBVI)
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“ Insight Query 0|2 F2H CS(2

Windows OSO| M HIER 3 Y SFE ?I6h AtESH= Eet Fof Z2EZ SMBV1 ALE T 2fel =, XHeh YA WE/ME

0

Pl "It
T |:-|I 07
KHarzrel S41 HEl, Z2MA
[} ol X
SA ZE 50l 9l Hopy Alef T}
QuickLinks | 5] Network Log E5] Saved Maps E5 Rules & | A | admin v
m T || OLast3bays v || W PR AR E
-
DESKTOP-9BOYE7B
0129 0000/8 ‘0
192.168.31.89:3389
»
192.168.31.89:338%
AD-SERVER.sms2.com
v FDNHO =L
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ol 58 Insight Quer Ol |QII:II:-II EH%(B

Windows OSO|M HIE®Z A SRE ?I6 AFE0t= Hot F|of Z2EZ SMBv1 ARE Cia 2ol = XiEHEM Md/ME

Policy Rules
Section: Override Block ~ Source - Destination Any Side « Ruleset « Hits « Last Hit Created: All ~ Comments Q
+ Create rule - X sy @ More Columns L 1-10f1 L
P — — — — — — — — — — — — o o e e e e e e e e e e e e e e e e e e e e e -
: | Section Source Destination Ports/Protocols Action Ruleset Enabled :
| |
I & SMBv1 S I
| ride Block % Any 129, 445 TCP | UDP Block None aO Discard ‘ ‘ I
| £ Any S |
| |
|
s x . (=} skd = d =
_ Mgt 242 (3/0FE:SMBV1)Z ALSSI0] F{oFH0| 2 Bl DE Xpitof

a
SMB HZES 20| AHEHok= S W51 Fefd H|A
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slo|He2|E HotetA Dt Micro Segmentation

On-premise®t laaSe| sto[Hz2|E &tZ& X3

Map: Daily Map - (iR Group By: Platform Location App 0 2023-07-03 - 2023-07-04 L] A I n

K8s-Cluster: K8s

G

Internet destination

Platform: Azure

3

_—— -y
Internet sources r

| |
I |
Platform: Laptop | Platform: On-Prem |

Platform: Cloud

|
|
|
|
| Platform: AWS
|

Platform: Unknown

-— e o = o e e e . -

sto|E2| = &t H(On-premise, 1aaSS)2 ¢t
Micro Segmentation
CHAIEZEO0|M SH0|EE|E Z2HRE ELEE Ths

NIl 7HA|A
2 AA B EIER] QIAEIA PR JHAlY 27}

=gl Hok EA HljIxef 2ha]
| 8l VPC, ZAEH|0|H, VM 2 AtLHOf| A%l thaoh
OtO|=2 2 M|E2F H* On-premise M & 7ts

>
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AWS Micro Segmentation

AWS 22IRE Hotg ot 3R MY RE 7t4s}

Guardicore

. v E =] 1
Asset Name CRM-web-2 I
Fee b1 2G| ETHEI AWSE Micro Segmentation
v Group By: AWS Availability Zone = APOREACNS J3Va I
e - CHA[EZEO[M H|O[EIE SEtRE EH 9
=T -y AWS 23 0|5 el 7Hs
oL |
a |
| 1 2. NIREQIIY
\ —— : o I MA 2EIK| QIAEA TEA[M FTF
_________ L0 S ea Spumias |
. 3. AWSE #|0{Ed= Micro Segmentation
Kub?rnetes None [ ] X'(j_:! EIXI VPC 9dE‘||O|I_:| VM Elxl A"LHO‘” 7E-le_|
TSt Micro Segmentation M& AL Tts
. AW Availakility Zone: Unkrawn ':t o E (//0 @ E

@
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ZE|O|L:

ZE|O[L{H O Z2[AH[|0[d S 2t

—

(.| ommoonmmon- || m | oo 2| (% v | @ Ceeeswomaten o)
Lo !
| ' |
| |
| |
| |
| |
| |
I [ 2aesss
| |
| |
|

Vulnerable: Old_Root_Password

Platform: Unknown

App: Docker-Native CVE-2021-44228: Logdj_found

F N @ =P o= "LFD}C\ Groups

SIt T TAF Q| KOt S22

1. 7 =tH
. HEIZC SIAHO|H EAM SE HM

2. M2st H™ A
. HOFX|O{7t
T2 HA

g
o[t g7 =2 &l Oro] 22|ofM
= H

Stz 7|82 ZE &|o|Z 7[&t

3. 9*E1|0|L‘IOOH% |7|0]4

St aRE B U3 F4 U5
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Network Log

Type ~ Action: Blocked ~ Source ~ Destination ~ Any Side ~

Type  Action Source

x © Blocked by source o 172.16.3.123
= Accounting-db-3-Solaris
Unknown Client ("/UDP)

© Blocked by source @ 172.16.1.66
—— —

Incident INC-6DD8DECD

DESCRIPTION

SEVERITY

ASSETS

TIME

Guardicore TAGS

Intemal

PROPERTIES

Ports/Protocols + || Ruleset ~ | OToday ~ | Clear  More Filters
Destination Dest. Port Count
[<EEEE] 53UDP 36

13.107.42.16

Accounting-db-3-Solaris

8838

Internet destinations

(i< O Relsted

Type  Action Source

Destination

Time~ Matching Rule

2023-06-21
10:39

Select an item

DestPot  Count Timew

RUL-7270

— e

Show Summary »

< ¥ 12001587 &

& sV

Related Incidents

Internet | INC-6DD8DECD
2C001 INC-8A6C1C3E

Togs©  LastOccurrence
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N2 3=l Zero trust

SR 0HEE|AH|0|ME H(PCI-DSS, ISMS-P)0f| | 2=

«  AFEX2tE9| JtAlY O E2(AH[0] HA 8l &4 oiE

* ZERO TRUST HE& : L& AA| BH|AE Sl HIE HAH A
- HLEP Y Q2L H10 S AE HIERZR =5 8 BLEE

Map: Daily Map - [ « || @ 2023-06-19 - 2023-06-20 " 7| [ %]~ n

s %@
&
Dashboard ) O
* - G
Reveal o i
Enforce TR e @
i ; Cowasts =) #o
R Rt s Internet destinations
&b o - : A
o - /
Inventory Tomtmraied Inventary 53+ i
= / Compliance: Unknown
et e wbe f’»;‘ = s e / /_,,-?"
& L
'y S Py /
Protect e AT Protect Compliance: PCI / e
o= 22L _~Compliance: GDPR
o <3
= o — |
= P 534y /
> %53+ Compliance: PII
e o Compliance: Vulnerable ¥53: —___
& 72160001 =
Bt i Guardicore Compliance: Non-PCl
-
~ 9.254.0.0/1

(4

@
©
i
Q‘\)

(]
i1}

4= Sl LIZ[0H0f = =1t H=siM = 2tEl=
s

Map: Daily Map ~ v Group By: Compliance. App,Role @ 2023-06-19 - 2023-06-20

s

o] met 7ts

& Label Information
Label Compliance: Vulnerable
Assets DC-01

CTRX-VDI-02

jumpbox-win-3

Citrix_Management

P None
Addresses
Container  None
Groups

Pod None
Groups
Kubernetes None
Services

@
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loT/OT ZX|0]| CHet Zero trust

20| XA 1oT/OT K| E=

. 10T 5! OT HA|Z 26t 242 Q8 HEE T T2|| oz Bt
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' 1. ITQIZatet B 0T U OT AJAE £rel HojlA 24
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FE B (Bt 22F =7 TR S)
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Micro Segmentation =& At

HIZEL|A QAR C2H T 2[AaA HMA AH 22|

>4
—
& P,
& % ?
=3l =
‘ » &
Tost erre
A =
& o &

Fie-share

Application InternetWebsite’s attack surface
before segmentation

tot

Before : 35017} L{/2|H HZA

fol

J

Result

. .

Application InternetWebsite’s attack surface
after segmentation

After: 1207 - HZE 5
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sto|=E2|= T 2HF HEHof| A FHE
SRt oEEAH 0| B
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segmentation M3 XM &
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224 R|okS| A}

Legacy Segmentation
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Ransomware =4

a fire equipment
manufacturer

Z2ME oy
HAH S Z Micro-segmentation

AL A2

- 10O

. DRHE Y9

Ransomware At 0| CEO 9|

XIA|AFEL Ot
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3,200 72| Legacy System 0|2
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Legacy Segmentation
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Guardicore Impact
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Deutsche Bank
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